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(54) PACKET COMMUNICATION METHOD AND PACKET COMMUNICATION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a packet 
communication method or the like which can oppose 
wire tapping and other tapping actions done over 
network lines and even high skillful tapping action done 
by being intruded into a receiver side server. 
SOLUTION; The packet communication method sends 
and receives packetized communication data through a 
netted communication network, where the packet 
communication method extracts an authorized user ID 
corresponding to a local address, which is one of 
addresses showing a destination in a header added to 
the packets and which is an internal address of a local 
communication network that the destination belongs to, 
generates a temporary user ID different from the 
authorized user ID, generates a new header by inserting 
the temporary user ID into the header that the 
authorized user ID is extracted from, adds the new 
header to a data portion of the packet, composes a 
packet by inserting the extracted authorized user ID into 
the data portion, and sends the packet composed in the steps above mentioned to the 
destination. 
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<54) [5151®*^] /l^r^ ha«*taitt/f4ry hM^>X^A 
(57) [E|?J] 

[Sis] # -y tf^^cQ^. >>. h y—?mm±.te$5'«^T 

^•y h3iff7j-te**^ft^«o 

■y Mb*n>t3i«-r-^*^g«f s^y hfflft^ 
fc&l^T, ±S2/^ -y hicff»o$tlfc-^'y^<D^fl^ 

+f I D%±miFM<Ox.— tf I D^fflffiSnfc-^-y^fc 
If A LTtf^CD-^ -y U C cDff«©^ -y 

•y J-#*B#:&T\ ±BSI^ic«i;Dffi^5iT?>tifc/1'7--y 




i 

&^TT F i'XOD a 13. ±f23HI&#«-r 5 n— * /HI 
«**y Fy— >£>f*f«&7 Fl/XTfe^D^;V7 FL"X 
te^JfrT SIESIdDa— if I D«fflf^Xlfc, ±J2IE 
i®a-f i d fclt^ttlw- if I D#5t£U c 
if I D*±IBE*©JL— If I D«ffl?n 

*f I Dm\lT;^-y h»iLtl)Il>:, ±EI 

[RUSH 3] y Fy— *fc»K<Snfca 

7— *teSBK*nfcffi©a— *;Wiffl|* >y F y~-5? fcflD 

rig *cfe t, ^t/ ? f fts nfcSM-r— £ &&3it -r a * 

WVcWmg fife @ B^cOilfiT"-™ * <DJ& D ffl LRtf ±82 

n^n^®snaffl«^-#o/^ >y h^itt, 
/^r*y hk:fd1in*nft»«*<3!)i«*««**"r7' Fi-x 
Oi'BD-MT KL/XJcJfcfJS-rSa— if I D*/^y 

■9- -/ 6 ±E**««k:8l 0 ffi S n«a«7*— £ 

i\ IBAWtS p^-*;Wifl* y F ; 7— Zw—iiil' 

*ffllU «fBLfc#/^y h^SiEJBOa— if I D* 
tttb bft k * ttttffl LfciEMoa— if I D ic & D /VJr y 
F*fiftT«LTSK:x— if I D<B*B5EH«teffi*U 
±f2iEM^^.—if I D*»ffl"r***^fcfc*«:±eai 
«L;fc/*5r* FfcflW-r*/**"? F^4F«fc*|||*.;fc 

[0001] 

3* 

[0 0 0 2] 

-y F*<oa*3ffl©lE«k: * t) -Y * *y Ff«JB#A 

P£«A * *§&JLT*5 0> WWW <y— ;P F * y-f F * so 



mm 2 0 0 3 -8 6 5 1 
^x*^) , m^^— fl/ CE-ma il). IP W>J 

[0 0 0 3] £€>«?tK S^^—;]/^— extt, 

* v > ? 0^ D fc D ^rtT 5 ©Tf« 0 . SSfiflll 
CSftW) *^&cQM&T*$>3tmmo) * -;l>V 

/urn, ^mn-M^m±f ^ awn Wrt>tiT \* > s , 

[0 0 0 4] SAB N 2 0 0 0 1 8 3 9 6 7 W£ 
ilft/^ ^ F O-^ ^ 5^ fiO* F * T F U 

O ffl v ^ S 21 k a < * ^ F r 7 - ^ ttB5±te: ^ 2 % 
[0 0 0 5] 

Hi'>XfAtt, ^>XfA«±, #/^^Mffl 

v F ^M'ffi^ tiT L S *5 fc , *v F y > T F U 

x«QBI— ' tt*j»*f*n*c kfeiJ; D, 2S« 

[0 0 0 6] Sfc. ±SELfe<J;d^^%{L X;^^>^ 
;l/X«4*'y Fy— >T FUX0)fffif(D^t)^l)I 

&xf*y Fy— ^7 Ki/xo»*»*.*<3o^a^itsn 

FfcCaStlfcaaSWifeT' FUX^fffx.t#£07 F 
fca6^^^rifc^07:\ Fy— 
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x iRtf;^ v/ F aflfc&ffiSaWf & £ & g ^ £ 0 
[0 0 0 8] 

try ymmrrm^ mmcomm*? by—^^m^hx 
mfc&^ty f ux cd 5 % s ±ta^f»5fe mmt% n - * 

UXlcM&'t %>IEMcQZL'~- If I D^iffit^xi^:, ± 
SHIE^coa— if I Di:S*^fi£KfiDrL— *f I D^H^ 
U t€ffilto-f I D*±EE*©a— *f I Dtfjft 

[0 0 0 9] m^mz <D$%micm%s%*r y bmm:%m 
a, ttttoaft*? h ? — * k ^ * n* a — * frmm 

*y h7-*rtfc»»6tu ±B««*y F*7-*fcS 

»©*n*at« > s cn^ it«*gf^ 5 en enss 
fltsnaawT*— y F*mjfcu e<D/i-^y f 
^#Ao^nfco^«^<D^i3ftfta^^*r7' fi^xo? %n 

— %;l>7 KUXteWjS-rsrt— if I D*/«ry FS&cS 
*»*.T±Clf— /^»«fcfll*L, fro, ±Btf«-/<CS& 
fl fr £ ± j3^5££g®&c B{Dffl*nS Ifff- * CD/ * y 
b icmn&ftTz n—iuvr F UX<3D|Rgrj*ff l\ @ 

^©D-A;l/7 FUX*M^<£nfc/«rv F*W»U 
Lfc#/ ^ y b 6 JSfiOa.— If i D ^-SHffi b fc £ 
* ttffitf] LfciEjfiOa— if I D fc: J; Q /^r ^ f ^fiSt 
« - T Slfcx— »f I D £W*3f«k: ffl jj U ±MEJEM(D 

[0 0) i] 



Wfyf 2 0 0 3-8 6 5 1 

r^fyXr^ffli?*?), Hlte*^T. ltt 
^ffl««S^^am^^ h7-^ 2 a, 2bM2c 
«afll*y F^-^ 1 teSBKSnfcrt'— 3 a, 3 b 
«4*;l/— 5? 2 a , 2 b fcSHK^ tifc yr^T * — ;K 

4 a, 4 b^^r-TT^^— ;V3 a.. 3 blcgSKSn 
fclBlto>«->U*-/^ 5 a, 5bWiO).^;^ 

a, 4 b^S^^nfcMMjcCO^"-;!/^— 6 a 
-1, 6 a -2, 6 b- 1, Bb-ZtftmMrcO^—JU 

* — / ^ 5 a , 5 b fcenensBiRs nfcflsAXf^«a.m 

5 bfcenena««sn> sfejE-rs^^a/^^ f^os 

4 a , 4 bjfetf 5 a , 5 b «4*nena«* ^ F 7— £ 
1 ±fc:*W-S»yfiHBS (ma i 1 box) ScfflSlT 

e&a#**>' h^-^ i ^#^^^K^6nfc/^^ 

a . 2 b Sitf 2cCDIP7 F UXj^#o— ^ ;l/a«* ^ 

f y->s<D$k9t£ hxmm* v b i ±^»gi^n 

[0 0 1 2] McWl^lc^^Xt %lcm2 7bWW6&J% 
a , 7 b <D*ftiilc%St7o ^ ^W^B. B 3 fc£0 1 
—<r^— F 0, B 4 &m 1 ^C^f bMftZsXT-1* 

(ommm^mmt^yu-^^ bmx$>% 0 ^ 

i 1 icls^t, 2a ; 3a ? 4a, 5a, 6aM7a 
Fa^tv'X^A, 2 b, 3 b, 4 b, 

5 b, 6 bM7 b&&mm<D;^y Ffflff $/XfA* 

enenafflr*^ Fy— ^ i ^itD-^;i/i 

«*y by-2%:MmVX^%$><DhT%« lUT^ CcD 
[0 0 I 3] M»«*8i6a-i &c4b^> 

xm^*-)i<0>ft;mm&ti%>t, ?ot?^-;H^^ 
, y f fc*wna*»©7*— #^nsnT»fjii7c<D^ 

- 1 ft^astusn*/^ ^ f axT\ ^{gv^^ f 

5) ttHff*7n©;*— ;l/«f— afcttj^snslffjc/l-jr 
4 y FS*?-® 7 a(cffiOi&$nTS£fl|/^^ hOU^JO: 
Wibti^c 0 2 fc^-T j: / \*r y bWM^St 7 

so^m^ags 9 ^enen^LTfe o . ^mm^d/^ 
^ ^a^s->xxA^fe^§^^$s6 a - 1 frzmmz 

titcmw^ry bimmim^Slc^X/^ y b<DM 



mtmffftttti&o a** afliw©/^^ nnt^x^ 

/i&yb <DWfflBMH*fft>ti% fA cnic^^T ttfl&E 

[0 0 1 43 «*si6 a - 1 frzmm-gtxfcmm^ 
a$n« (sod o hhrai ojcffioiisn 

SBl 2lCffl*StlT 3 (SO 2) o LCt, Iff-^i: 

*m «i«AlS6 b -- 1 «M>rt»7 FUX*/t 

[0 0 15] H5«*||g®6 a - l^fcfc^TttJ** 
ti/fc*-?^— ^H1?«D. B5lcfe^ 2 

SI * ft S flWRS&h 2 2 y jfflBRffi 2 0 . ir- £ w 
■?Hffl3 2 l Ol*Sfr6a4«?^-;l/T**o ^5ic;frf 
* 5 ^ "\ V ^1»«W2 0 temmfttOT F UX, iSSflKfc 

n & <Dmm*ftmz mmm? *jr y b <&&<\ y 

StlSe *LT, FO^^FfcffASftfciJS 

X*Stn-*;P7 F UXJc»j£bfcrt— if 1 D (H 5 
fc^^sSff 5fe*^"J"7 F 1/XT$4 y yyy@yyy. 
yyy. c o , j p<D5t>, yyyy ©Bftfr) coif Wtf 

1 DfflttiSPi l k:J;?)ttltj*ti*o ftfe> 

2 2 ©fM8 tt »«^ttflik:fi^ 6 tilt * -)V y 

[0 0 16] Sfc, 1 3tt 1 DfSfflg[5l 1 
ftfcIE*£>:x— if I DfcfttoStt*©:*— If i 

3 fr&ffi/j£ftfc'Vy JOEHlElcDa.— if i D^-r— 

itiffii 2teai*sna (so 3) 0 -r— asanas 1 2^ 

S ftfclfcDfcSSto** y F A* 2 ftTZo 0 , Mfc?*— 
33^6tfl**nfc^y*1H)lffl©3.-- If I D 

k:*o*ffa©^y^^«*ns (so 4) o -rat) 

2 ^ <t 0 ^ y ^(ommm^nrcmm^r y b « x 



(4) wim 2 0 0 3 - 8 6 5 1 

Ettas 1 ite*5aai«tifeiE««>3.— if 1 d^al, 

fro, cnfiOf- *ftSIfflr*-y h J 7— ^ I Offim^a 

CD 7< — ;l/^r— / ^5afc ffl M?L >f > $ y 
h 6D®#, F 9 vXsK— FSO^a F ^Mcm^Z^ 
^^^h«t^Tt)M (SO 5) ^ ciO^^C, 
^ Ffiji^ 1 4 T*&/Vr v bSSZm 1 0 Vcm t)i&S 

tiM^t^ f fc^ga^fffcaim/^^ F#sa» 

5 (SOB) o BtJUtc©^— ;l/1f— alcSiaStLfc 

y ^ F &c t±26ffllifeflD ^ — / t£7)£t-g|?z F UX (W * 
fcf. H 5 kl^f 3iffllifc*^-r 7" F UX-^fta y y y y @ 

yyy- yyy- co. j po^i, yyy- co. j 

l H:#53lfll^ y b k:f*#* nft2Sfll5fe© ^ — ;I/if — / * 
20 O^gpr F UX, TS* % I P7 F UX*#8H ^ 

F^¥ix^"t"^o afc N M5lc^%TMiW9a^:^TT bUX 
T?*Syyy y<£yyy. yyy. co. J p03S, 
@ y y y 0«^«*3fK7t<sD^— ;Hf— KlxXffiHB 

[0019] <icd&5i^ /^rv bmm^mi a» i P 
7 , Ki/xfcKa-r«as^t*tta<. if i do^cd 

1 icmm^titcmm^'ry b^y^vicmx^ 
tittprn'T f bx ic^r^m9z<D * — /^mn 
foMfs%ti%o a^ j^sst FuxktaEfRbTv^ai^ 

^<S5fcO«^S6 b - -2ftW"raiBl«©^— 
— 4 b F Lfc/^r »y h7-f;l/? U > 

fcfc^Mf^^^y htfMI^nti, fiSP7FI/Xt^ 
*3L— If I DWfiOrL— 3/1 D, mXM, #SELai^a 

— if 1 DjcKi»anT4so, ^asw^v how 

6 y b y ^ ;F ^ y > trie & a ffl»ff H&ihf ackff 

[0 0 2 0] ^^h. m&r t -2$£%M\ 3^6ffi*^n 
S^^ifflw- if 1 DOflBXteJifWHl^av^ 
T\ ^<i7>^lcrt— if 1 D*»**-arS2li:t?*. 

—If I D ^7 ^ ^Afef § C ^ D §lf;^ ^ FHfi 



[0 0 2 1] 06 (a) «4#S«?KB6«6k:«fet)/^y F 

{t^nrcmm/^ >y hiDf-^«i^tf-^«^ 

Ek ^8 (b) ^^^hiSSH^^taMT 
6 ftfc*rfeaaHI/<4r y hCDr-$mf£*^t''r-$M 
SBT^^o E16 (b) ^^TJ;3^c, ;^r«y MfiSS 

M^y$?2 3 b*W#£ti££«k:, x-^g|?2 4 blc w 

3MMH * *©*Bl:/n £^2t«*« ff * rSf 

mo As*}-— /item* hfc&m* —fls<Di*m&v&wr 

ft^** 0 4*5. IffiS'TS £ 5 te, Sflffifr >y F ry—z 20 
( b ) \£%k?/ty- y b ttttfr 6i6 ( a ) 
[0 0 2 2] ^C§11S&mc^0>T»J^'r^, ±i£Lfc 

^LTi^-y f?-# i immzntcmw^v b 

fct , ^fgwr y b co^ >y ^ icmx^ tiit&t69c<Dftm 
ffiMW* *y h ? 7— ©;l>— £ 2 b k:<B3a£* tl> 7r-f79 
;HJw*s blclgaSStLSo. Baste***-* 3 ft* 

mr f ux^ta- v i d t %<D^y f kx^^t 

DNS (domain n a m e system) £>gp 
^T«^tlTfe 0 s DNS ©Bftfr&jiHt* >yF7^ 

[0 0 2 31 c ©*an<D»ji8 1 ic v bmm >-x 

rATHi, £ft/*9r? hO^^teJtASftfcSflBfc 
FI/Xa>5^ if I DOBKhBT' KPXflWBCD 

*y b &^<Dmm9c(Dm&mwi)m^&mMTG<D * 

teJc^T, ;Vry bMM&m? $rm&cQM 
**ssrrs iBHto;*— ,><u b^m 



#512 0 0 3-8 6 5 1 

8 

RW-«*frteH\ fflMte)^— /t4 b£T»3flt^ 

^y f oteswf tonnar* < . h s ^.^TMt^^r>Trr 

7Kl/Xt*5yyyy(9yyy. yyy. co. jp 
"5 y y y y @ y y y Og^CQT F UXflHB*/*3r 
^y h fiUl^a 7 ^ » ^ ^ y fT3E!A<DSBt*k tT&ct ifl 

7 b*B»-r*i:. ^^Tffic^^tiTt'^^TO^ 
* — ;Hf— / ^ £S ^WA<DfiEJSB&iLSffi 

[0 0 2 5] jp7f«7G(?)^— ;i^j--™/^5 b^Ki^^nfc/^ 

Stlfto.— if I D«c0a-f I Dtcffift*nTfeO, 
^CDi: $THi K©i|Ba»fc»L,TJ*«an?t/ >y F 
^ft afrSMffiyr « C fc If 3\ ^M^:«*SIB 8 
b - 2 ^WRjctD^—.?^^—/^ 5 b Icljf L/T*CDSfl^ 

®*S16 b - 2 WtLTKIt^ £ t&T*%f&i<\ % 
£ T\ ffiM7K(D* — y ^ 5 b IcieaiSftfcftft^ 
^y F tt/ >y F 7 b J: 5 Sfgv ^ ^y F <Dlgmtfl 

%mm s &tf&mmm 9 lt4o d , sit 

Fy— *fcfev^T««*nftSfflr/^y h^sft 

[0 0 2 6] SSfltWo*^ Fy— i7<D/«ry FS^^S 
7 a^4o^T/^r^ F ^«*«l^ff t>tl.fc^ff ^ 

f^, *f^^nj»si 5fc*5ffi03asn* (s 

0 7) o M^'yUffgfj 5fc*DRW3ftfc£fl^$- 
^y htt/^y F»ja5i 6iaWi^tS;^7 FT 
*a*^5*^Wg[ISti* (S 0 8) o Sfll/^y F^^n 
^y ^^^^MS^OT F UX^ffi'A^ tlT*5 1? > K[— 
Sifllife^^y^ F — coy KUX*WA**lT^^a 

hh:*»a3.— if J D^^cDrSfti^^y 
gL,4'lu-f 1 DX&ra— ©a- If I D*<av^feOfc 

*^t*o, *o*'5ajL— if i D*#-rsefli/^^ 

^^y FTft^i:f!j8ffLT**/^^ hVBIff 1 8(c«R 

■r* (s o 9) , 

[0 0 2 7] £fc, Jim. Sff/iir^y 
— /1 5 b^^#^*SE-\cr)^^?o(/>T, MA 
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frnftS«/*5r *y F ttrt— If I D £M A C 7 F bXfc^ 
^ y Miv'Xf L. X & > 5 ftx5- fcttSSft 

§ §11/ ^ y h <D -5 IS / ^ *y h flHfc^a 7 b CDagff ®S 

©isiii^j £ nr v > & <o t na fc c 

mrtsnawrasft* (sio) 0 
[cogs] aifc/^y hmmm i s^gj^nftSM 

«*sn;fca«^ *y h o-^y ^fcjf A^nfcmm % 

0}yv\sXmm<D5t>s a— If I D&Ht~«ttfB«MR 

Tt^SIESM>:x— If I D*ttfflL (SI l) , £OIFJS 
©a- *f I D£*g{§/^y h^yjf^fcjfX'rsci: 

h&mm&T%n5 cs 1 2) 0 

^ bBiuS I 9 ttftft/*^r *y F*ffl8|5 I 8 k:*BIStl 
fc^TODSft/^^ *y F ic~z>l £<D& b %:/ifr y F <DW 

mAr^nh\ mmfc<D^^mMe a- 1 n 
fc^rcasflmr y h^z:<o<fe5 >y f owbutt 

5 bfcttLTtttfjSft* (S 1 3) o 
[0 0 2 9] CCQJc-Mc, /*Jry Mffi3i«l 9*C£D 
JB# wlT 6 nfcS«/«r y F O^ >y ^*^Jd:Ii5t« 
3$;^M6 b - • 2 ORg[<T FUX^TIE^):*-"* 9 s I D 
jWSAS tlT 0 N S ft. H?tSjc^) * — ;V1f — / ^5b^ 

»fet^nrc^#^*»B6 b - i ( eb - 2 voftfl: 

S©S*ii6 b - 2 Jc»lxTlESI**a d 
[0 0 3 0] CCDStffltOJgJISl JC**/^y F5I 

f 9 z/7MBMa»*qm*z> * 5 

lft±***cfc**t?*ao 3:ft\ ZKDSaftOJgJUl icj; 
hiiffl^ttRtf/^y F«ffv'X<rA&, 



(6) mm 2003-86 5 1 
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SStA 6 D ffi ^ d fc: mWL S ti ft ffiCD 2/ X -r 2^ &c t> 51 
[ 0 0 3 1] 

r , ±sh^^ ^ h ^#sa^nfc-N >y ^oMS5fe^^rr 
■raiE«i©3.— y i D*»iat8ifii:^ ±eiEaon 

-If I D fcaa*ffiK<3[)a— if I D*»*b, 
©a— if I D*±|BjEMOn.— If I D^ttttJStift-^y 
^4Hr;ff A L Tfr^cO^ v ^Mt^Xi t , CCDS? 
M<D'Vy ^*±IB/^^ FcDx— irBS^teftiU-ra fcft 

WALT/1t^ b^aMtiXSi, XExl^J; 
t) i^iT ^ tlfc/^ ^y F ^^ftf ^ Xi fc if fc <D 

r\ 9 v vy'/mv* v f y~$mm±ic&i^Tftt>n 

i: 

ffl^ra ct Jfc t) s * h ic $ CDU^$jjm%: I^J± e ^: 

[Hi] c o«ffilOSait©JBJ|| 1 ic £%>/i& y Mfl 
30 S/ X -r A * T X -r A « ^ H"?ftS 0 

[H2] mi ICTTsTsVr y hMM^m 7a, 7 b OH 
fm*S#^T:/n -y ^M@?^§o 
CH3] Hi k:^"T/«r y Ffflft^XxZ^^Si&f^ 

[H 5 ] S*816 a - K 6 b - 1 Wc&^Tfftji 
40 F fk* nfcSSW^ y F ©r — ^WflcS^ ^y F 

2, 2 a, 2 b $r 

3, 3 a. 3 b 7T<fyV*—)i> 

4, 4 a.. 4 b ^—/mmmmo^—^—/<) 

5, 5 a, 5 b ^w^B (il7£«D^-;W-.^) 
6 , 6 a - 1,6a - 2 > 6 b— 1,6b - 2 

50 fg 
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S 0 1 
S 0 2 
SO 3 
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S 0 5 
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%fffl 2 0 0 3 - 8 6 5 1 



[04] 




5 1 0 



,\*rx» vim 
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2 2 
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Fron : <xm9m.HX.c0.jp> 

To : <yyj3*7jy.yyy.co.jp> 

Sent : Tuesday, April 17, 2001 4:14 CM 

Subject: tt&S<Dft 
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24a 
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